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Introduction

Carelon MBM is introducing Multi-factor Authentication (MFA) in the Carelon provider portal
starting on 09/20/2024. If you are registered in the provider portal, you will automatically be
enrolled for MFA using the email address on file in the provider portal. New users are enrolled

upon registration in the provider portal.

MFA will be required each time you log in to the provider portal. You will have two options: email
or the Authenticator App. Follow the process below to sign into the provider portal using MFA.

Note: Screenshots below may vary slightly from what you see when signing in and using MFA, but
the process is the same.

Email Process Steps

Step Action
1 If you choose to use email:

a) Select “Email”.

b) Select “Continue”.

' Notes
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Please provide the following details.

Please select your preferred MFA method

| @) Email a
_ Authenticator App

b
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Step Action ' Notes

2 a) If you select “Email” your email will auto-populate on the
next screen.
b) Select “Send verification code”.

Please provide the following details.

Verification is necessary. Please click Send button.
Email Address
—_————

k@gmail.com

a b Send verification code

3 You will receive an email with the verification code. Each code is
valid for three
(3) minutes.

{EXTERNAL} mncportaldev account email verification code

Microsoft on behalf of mncportaldev <msonlineservicesteam@microsoftonline.cc [
11:07 AM

MM
To: @carelon.com

EXTERNAL EMAIL: This message is from outside the myNEXUS email system. Do not open
links or attachments from untrusted sources.

Verify your email address

Your code is: 442051
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Step Action | Notes

4 a) Enter the verification code into the Verification Code text If you enter an
box. incorrect code
b) Select “Verify Code”. three (3) times,

c) Once the code is verified, the select “Continue”. you will need

to resend the

code.

S3carelon

Please provide the following details.

Verification code has been sent to your inbox. Please
copy it to the input box below.
Email Address

@gmail.com
What is this?

‘erification code

Merification code

Send new code
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Authenticator App Process
Step Action

' Notes
1 If you choose to use the Authenticator App and you do not have it

installed on your mobile device, you can install it here.

e Scanthe QR code to install the app on your mobile device.
There is a QR code for Android and iOS devices.

Get the app on your phone

Scan the QR code with your Android or I0S mobile device.

Google Play

App Store

2 Select “Accept” to accept the privacy policy.

636

< App store

Microsoft respects
your privacy
‘We collect required diagnostic data ta keep the

app secure and updated. This does not include
any personal data.

Microseft Privacy Statement
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Step Action ' Notes

3 a) Select the toggle if you would like to share your app usage | You are not
data. required to
b) Select “Continue” to save your choice. share your
app usage
— — data.

Help us improve Microsoft
Authenticator

collect additional non-personal
can help us improve the app.

rn this an or off at any time in the

Settings page

Help improve the app by sharing your
app usage data

b

Continue

Microsoft Privacy Statement

4 Open the Authenticator App on your phone.

a) Select “Add Account”.

b) Alternatively, you can select the (+) menu icon on iOS
devices or the three-dotted menu icon for Android devices.

= Authenticator a +
]

Ready to add your
first account?

Any Microsoft account or other type of aceount
you add will appear here.

b

||
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Step Action ' Notes

5 Select “Allow” to allow the app to use the camera. This will be used
to scan the QR code.

= Authenticator +

Ready to add your
first account?
Any v ‘count
“Authenticator” Would Like to

Access the Camera

May bie needed ta scan G code t
200 3 new account

Do Al

Alteady have 4 buckuu?
Rstare your acoolnt

Bogin recavery

Add account

WHAT KIND OF AGCOUNT ARE YOU ADDING?
=EE Perscnal account
[ | |

Werk or schoel account

H Otner (Gongle, Facenonk, etc)

() When yau are signed in with your personal aceount, all
| addresses, and oth

stored pas ofill infe il be

available an this dovice.
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Step Action ' Notes

7 a) Inthe Provider Portal, select “Authenticator App”.
b) Select “Continue”.

'carelon

Please provide the following details.

Please select your preferred MFA method
@) Email
I () Authenticator App | & r
T S b

8 Use the Authenticator App on your mobile device to scan the QR
code on provided on the Provider Portal to enroll your account.

Scan QR code

Your account providar will display a OR code

Or enter code manually
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Step Action
9 Q)

manually. Select “Or enter code manually”.
b) Inthe Provider Portal, select “Can’t scan? Try this”
c) The Account Name and Secret will display.

Scan QR code

g3 carelon

Please provide the following details.

unt pro lay a QR code

Or enter code manually

If you are unable to scan the QR code, you can enter it

' Notes

10

HER AC: \ a
Account name
Secret key
Finish
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Step Action ' Notes

1 In the Provider Portal, select “Continue”.
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Please provide the following details.

12 | You will receive a code in the Authenticator App. The code is
valid for 30
seconds.

= Authenticator Q +
@ mncportaldev When |t
Jacarcion.con expires, it will
678 145G automatically
refresh to a
new code.
A 4 o B
9
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Step Action | Notes

13 a) Enter the code from your Authenticator App into the
Provider Portal.
b) Select “Verify”.
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Please provide the following details.

or The werfication Code from your SLthentcatd

10
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